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Abstract 
In Patrick Mahon's secret history of Hut 8 (the Naval Section at Bletchly Park, known at the time as ‘Station X’, 
from 1941-1945) it is stated that [1]: The continuity of breaking Enigma ciphers was undoubtedly an essential 
factor in our success and it does appear to be true to say that if a key has been broken regularly for a long time 
in the past, it is likely to continue to be broken in the future, provided that no major change in the method of 
encryption takes place. This statement relates to the famous Enigma machine used by German armed forces 
from the mid-1930s until 1945, and, to a lesser, but equally important extent, the more advanced Lorenz 
machine used from mid-1942 onwards for high-level communications between the German High Command in 
Berlin and Army Commands throughout occupied Europe. The ‘key’ to the statement above is the phrase 
‘provided that no major change in the method of encryption takes place’.  In this context, and, using more 
modern terminology, the cryptanalysis that took place in Station X is referred to as a ‘known algorithm attack’, 
the (fixed or static) method of encryption relating to the so called ‘Kerckhoff-Shannon principle’, namely, that a 
crypto-system should be secure even if everything about the system, except the key, is public knowledge [2] or 
as stated more succinctly by Claude Shannon ‘the enemy knows the system’.  This seminar explores the use of 
Evolutionary Computing to introduce a paradigm shift in terms of conventional approaches to encrypting data 
associated with the Kerckhoff-Shannon principle where the algorithm is static and the keys are dynamic.  It 
explores how encryption algorithms and keys can quite literally be ‘generated on the fly’ so that a user can be 
provided with, or, better still, individually generate a personalised encryption algorithm in addition to a personal 
key.  This provides the potential for users to implement a one-time-pad digital communications protocol which, to 
date, is the only provable technique for which there is no known attack strategy (other than Quantum Key 
Exchange) where the ‘enemy’ is ignorant of both the key(s) and the system(s) (the importance of this approach 
for military communications being self-evident).  The seminar discusses the research program being undertaken 
by the speaker together with his research students and associates based in Ireland, Poland and South Africa 
following the first publication of its type on the subject in 2013 [3] and will be preceded with a short introduction 
on the speaker, his research interests and ideas for building research capacity at MTC. 
 
[1] O. Hoare, Enigma: Code Breaking and the Second World War - The True Story through Contemporary  
     Documents, Introduced and Selected by Oliver Hoare, UK Public Records Office, Richmond, 2002. 
 
[2] A. Kerckhoff, Cryptographie Militaire, Journal des Sciences Militaires, Vol. IX, 161-191, January 1883. 
 
[3] J M Blackledge, S Bezobrazov, P Tobin and F Zamora, Cryptography using Evolutionary Computing,     
     Proc. IET ISSC2013, Letterkenny, Ireland, June, 2013 (Awarded Best Paper Prize for ISSC2013). 
 
 
 
 
J M Blackledge 
Jonathan Blackledge holds a PhD in Theoretical Physics from London University and 
a Doctorate in Mathematical Information Technology from the University of Jyvaskyla 
(awarded with Honours). He has published over 300 scientific and engineering 
research papers, books and reports including 7 teaching books and 9 research 
books, has filed 20 patents and technologies to license and has been supervisor to 
over 250 MSc/MPhil and 60 PhD research graduates.  After a career in both 
academia and industry, from 2008 to 2013, he was the Science Foundation Ireland 
Stokes Professor at Dublin Institute of Technology where he is an Honorary 
Professor.  From 2013 to 2016 he was Deputy Vice-Chancellor for Research at the 
University of KwaZulu-Natal, South Africa and is currently Director of Applied 
Research for the Ministry of Defence in the UK and Oman and Vice-Dean for 
Academic Affairs, Military Technological College, Oman.  He holds Visiting 
Professorships with the University of KwaZulu-Natal (School of Mathematics, 
Statistics and Computer Science), the University of Western Cape (Department of 
Computer Science) and Warsaw University of Technology (Institute of Advanced 
Studies). He is also a Fellow of a number of UK Institutes and Societies including the Institute of Physics, the 
Institute of Mathematics and its Applications, the British Computer Society, the Institution of Engineering and 
Technology, the Institute of Mechanical Engineers, the Royal Statistical Society, the Energy Institute, the Chartered 
Management Institute and the Institute of Leadership and Management.  In 2007 he was made a Fellow of the City 
and Guilds London Institute for his contributions to vocational education and work-place based learning programs 
(from 2002-2008) and in the same year was made a Freeman of the City of London. His current research interests 
include Cryptology, mathematical modelling of complex systems and the applications of Fractal Geometry and 
Fractional Dynamics in science, engineering and economics. 


